








































































































MEMORANDUM OF UNDERSTANDING

BETWEEN

THE STATE OF MAINE, DEPARTMENT OF ADMINISTRATIVE AND FINANCIAL 
SERVICES, OFFICE OF INFORMATION TECHNOLOGY, 

INFORMATION SECURITY OFFICE

AND

THE STATE OF MAINE, DEPARTMENT OF PUBLIC SAFETY,
MAINE STATE POLICE, MAINE INFORMATION AND ANALYSIS CENTER

PARTIES. The parties to this Memorandum of Understanding (hereinafter “MOU”) are:

A. The Office of Information Technology (hereinafter “OIT”), Information Security Office 
(hereinafter “ISO”), responsible for the implementation of information security controls 
across the Executive Branch of State Government.

B. The Maine Information and Analysis Center (hereinafter “MIAC”), a fusion center 
administered by the Maine Department of Public Safety, Maine State Police.

Statement of Purpose:  Cybersecurity is one of the most serious security challenges the Nation 
currently faces. However, the costs associated with securing Information Technology (IT) 
infrastructure are significant. To adequately meet cybersecurity threats in a resource constrained 
environment, increased cooperation among select professional organizations can maximize 
opportunities without increased costs and only nominal additional workload. 

The MIAC, established pursuant to Executive Order, is uniquely positioned to further 
cybersecurity objectives by promoting cyberthreat information sharing, analysis, and 
dissemination between the state, local, and private organizational level and the federal level.

The ISO is also unique as a cybersecurity workforce that works with the OIT information asset 
owners for the Executive branch and IT professionals in the other branches of Maine’s 
government to further the State’s cyber-security objectives.

Objective:  To formalize the relationship between the ISO and MIAC to increase collaboration, 
information sharing and support for federal, state, and county stakeholders. 

This MOU sets forth the guidelines agreed to by the ISO and the MIAC governing their mutual 
cooperation.  

1. Both parties agree to the following:

a. Conduct operations as outlined in the Maine Emergency Management Agency’s 
Emergency Operations Plan to include Incident Annex 3, Cyber Incident. 

b. Conduct operations as outlined in OIT’s Cyber Incident Response Plan.



c. Disseminate and share relevant cyberthreat information to relevant partners
appropriate to the classification of the material.

d. Jointly select one individual from the ISO to apply for access to Homeland 
Security Information Network Intelligence (HSIN-Intel). Access to HSIN-Intel 
can be revoked from this individual by either party without notice. 

2. The ISO agrees to:

a. Operationalize cyberthreat information as directed by the Chief Information 
Security Officer (CISO).

b. Respond to MIAC questions or concerns related to cybersecurity.  

c. Select a candidate for access to HSIN-Intel with substantial cybersecurity 
clearance, training, skills and expertise that has demonstrated their ability to 
maintain the privacy and security of sensitive and classified information.

d. Complete the appropriate application for the selected candidate and require a
signed acknowledgment form demonstrating the candidate’s agreement to comply 
with all existing state and federal rules and statutes relating to the handling of 
sensitive intelligence information.

e. The selected candidate agrees to complete all necessary training requirements 
necessary to maintaining access including but not limited training on MIAC’s 
privacy policy, Criminal Justice Information Services and CFR 28 Part 23.   

f. The selected candidate agrees to only share information obtained from access to 
HSIN-Intel with those who have a bona fide “need to know” and “right to know”.   

3. The MIAC agrees to:

a. Use their nomination administrative rights access to nominate the jointly selected 
candidate to the Department of Homeland Security, Office of Intelligence and 
Analysis.  

b. As requested by the CISO or Director, MIAC, revoke HSIN-Intel access of any 
selected ISO personnel.  

4. Points of Contact. 

a. ISO

Information Security Office, OIT
51 Commerce Dr. Augusta, ME 04330 

@maine.gov






